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13 years of Experience in Handling Network Security and Network Data operations for Managed services. Exposure in analyzing Network and Security Infrastructure Needs, evaluating end-user requirements, custom designing solutions and troubleshooting of complex network and security issues.


Summary of Experience:


13 years of experience in Network & Security domain in handling Network Operations, Design, Implementation and upgrade projects.

Palo Alto Certified Security Engineer (PCNSE), along with other technical certifications like Qualys Certified Vulnerability Management, Certified Ethical Hacker.

In-depth hands-on experience in troubleshooting and resolving network issues related to Cisco ASA Firewalls, Firepower, VPN (IPSEC, SSL, Anyconnect, GRE and DMVPN)

Expert domain knowledge in handling Panorama/Palo Alto firewall polices, URL filtering, Global Protect VPN, Zscaler ZIA, Cisco ISE and F5 Load balancer.

Expert knowledge in Configuration and troubleshooting Remote Access VPN solutions including IPSEC,SSL technologies.

Excellent understanding of implementation and Troubleshooting of LTM/GTM Wide IP, VIPs, Health monitors, iRules.

Extensive experience in troubleshooting complex network related issues related to Firewalls, Proxies, network devices and packet filtering and capture analysis.

Hands on experience in managing and troubleshooting Cisco Nexus devices and Routing protocols EIGRP and BGP.

Knowledge in implementation and Troubleshooting of Cisco Meraki Teleworker and SD-WAN
solutions.

Hands on experience with tools like SolarWinds, Riverbed, Wireshark, Splunk, Algosec etc

Strong understanding of common network and application protocols and behaviors to facilitate troubleshooting unexpected behaviors.

Familiarity with Data Centre environment and hosted deployments.

Experience in documenting solutions and presenting to technical mangers and stakeholders.

Mentoring and guiding the team members in new technologies for completion and delivery in Operations and assigned project tasks.



Project Experience

1. HCL America From Dec 2022 – Till Date Current Role: Subject Matter Expert

Responsibilities:
· Handling High Priority and escalated issues to expedite the resolution and translate functional business requirements into a technical solution that conforms to internal design standards
· Configure and Manage Network and security infrastructure involving multi-vendor devices including Palo Alto firewalls, Cisco Firepower, Cisco ISE, Zscaler, F5 Load balancers.
· Leading Security team in management of Palo Alto firewall infrastructure including Security/NAT policies, User ID services, Global Protect, Prisma Access, DLP, CDL from managed Panorama.
· Manage Datacenter infrastructure to maintain high availability that include Arista VXLAN, VTEP, Cisco Nexus platforms and data center technologies.
· Implement Security technologies that includes technologies such as SSL Decryption, Site to Site VPN, Remote access VPN, SSL VPN using Cisco ASA and Palo Alto Firewalls.
· Migration of Remote access VPN to Global Protect, user ID migration, log collectors, CDL and VM based Palo Alto Firewalls.
· Troubleshooting network with Wireshark, trace route, MTR and similar tools to identify devices between the source and destination and do fault isolation to identify packet loss, session resets, MTU changes and other performance related aspects of traffic flows.

· Managing and Troubleshooting of the ZIA proxy, PAC files, GRE and IPSec tunnel troubleshooting.
· Configuration and Troubleshooting identity sources such as Active Directory, Lightweight Directory Access Protocol (LDAP), TACACS, external RADIUS servers for user authentication.
· Managing authentication and authorization policies using Cisco ISE Policy Sets, Policy Elements, Policy Conditions, ISE profilers.
· Integrate Cisco ISE with Cisco switches (e.g., Catalyst, Nexus) using IEEE 802.1X, MAB, for secure network access
· Troubleshooting Cisco ISE to resolve authentication and authorization issues
· Implement Cisco ISE Posture Assessment policies to enforce endpoint security compliance with organizational policies and industry standards and BYOD management.
· Work on Proof of concept for new technologies/upgrades in the non-production environment to test and document and work with management approval to proceed them on to production environment on phased manner.
· Representing Network Team in Tech Resiliency meetings, work with Business teams to perform DR activities to achieve expected RTO, RPO.
· Upgrade Firewalls, Network switches and Routers in environment to align with the vendor recommended software versions in the environment to avoid any issues and vulnerabilities.
· Working with hardware vendor & TAC team, for upgrading and co-ordination of fixing/replacement of faulty network devices and other ISP vendors for activities.
· Suggest as necessary on the new technology investments that bring value to the business

2. Hexaware Technologies From July 2015 – Dec 2022 Current Role: Subject Matter Expert
Responsibilities:
· Manage network and security infrastructure enterprise locations that involve technologies such as BGP, EIGRP, MPLS, VPLS, VPN, STP, Multicasting, and MLS along with Cisco ASA and Palo Alto firewall technologies.
· Manage Datacenter infrastructure to maintain high availability that include technologies such as Cisco Nexus 9K, 7K, and 5k switches VPC, VRF and Spanning Tree Protocol.

· Implement Security technologies that includes technologies such as Site to Site VPN, Remote access VPN, SSL VPN using Cisco ASA and Palo Alto Firewalls.
· Configure and Troubleshoot security/NAT policies in Cisco/Palo Alto firewalls as per the requirement.
· Work with technical management to design networks that effectively reflect business needs, service-level and availability requirements, and other technology parameters.
· Involving in new Firewall & switch configuration, implementation and troubleshooting in case of issues/outages.
· Plan and implement network and security infrastructure related projects such as legacy infrastructure migrations, office expansions, or new office implementation.
· Analyze and troubleshoot complex issues and problems related to Network and security infrastructure, perform root cause analysis, provide work around.
· Recommend long term solutions to the problems identified, initiate projects as necessary, and work towards problem resolution.
· Working with hardware vendor & TAC team, for upgrading and co-ordination of fixing/replacement of faulty network devices and other ISP vendors for activities.
· Monitor and manage network performance, capacity and availability management using various tools to meet business requirements
· Work closely with business management to determine business process and productivity needs, further plan and align the projects or related tasks in regard to technology and schedules
· Suggest as necessary on the new technology investments that bring value to the business
· Work with peer engineers at onsite and offshore as needed in resolving complex issues and implementing project tasks.
· Conducting Security and network configuration audits whenever required.



3. Capgemini Technologies From August 2013 – June 2015 Role: Team Member
· Part of implementation team primarily responsible for Change Requests with respect to Service Requests and other project works
· Allowing /blocking communication flow within network affinities as per Zone matrix
· Responsible for VPN configurations (site to site and remote access).
· Configuring routing and NAT rules along with access-lists for connectivity with customer sites.
· Performing initial level tasks like creating pools, adding pool members, SSL certification renewal and archiving configurations periodically on F5- LTM Load balancers.
· Performing remediation changes in switch ports and updating VLAN’s as per changes in the network environment.
· Performance tuning of the network based on the errors from network tool.
· Updating Network diagrams with respect to the changes as per RFC’s implemented.
· Working on problem tickets to identify the RCA and solutions for the problem.
· Performing IPAM tasks using Infoblox.



4. HCL Technologies From June 2011 – August 2013 Role: Team Member
· Responsible to handle 43 branch Locations, 4 Data center Network related Issues.
· Managing Cisco Switches (6500, 3750, 3550, and 2950).
· Monitoring Network availability and net flow traffic analysis including VOIP network using Solar winds.
· Coordinating with WAN service provide rand local ISP for MPLS link failure.
· Responsible for handling LAN switching and network performance issues.
· Creating and Updating the Network Diagrams using Microsoft Visio as per changes.
· Working on Problem Tickets to collect RCA for critical and re-occurring Incidents.
5. Educational Background

· B.Tech in Information Technology from SCAD College of Engineering and Technology
Tirunelveli, Tamil Nadu, India in year 2010.

· Higher Secondary from St.Lasalle.Hr.Sec.School, Thoothukudi, Tamil Nadu, India in year 2006.

· Secondary School from St.Lasalle.Hr.Sec.School, Thoothukudi, Tamil Nadu, India in year 2004.


6. Certifications:


· Completed Zscaler Internet Access ZIA Administrator certification on October 2023.
· Completed Microsoft Azure Fundamentals Certification Exam on December 2020.
· Completed PCNSE Certification on August 2020.
· Completed Palo Alto ACE Certification on July 2019.
· Completed Certified Ethical Hacker on June 2017.
· Completed Qualys Certified Specialist – Vulnerability Management on February 2017.
· Completed CCNA Certification on January 2013.
· Completed ITIL Certification on May 2012.


7. Personal Details
Current Address	: 6400 Ohio DR APT 2013 Plano Texas Gender	: Male
Place: - Plano, TX

Arumuga Narayana Ganesh
